Configure SharePoint Products and Technologies to use Kerberos authentication

This involves two steps:

· Configure Windows authentication
· Configure Kerberos authentication
Configure site to use integrated Windows authentication

1. On the SharePoint Products and Technologies server, open Internet Information Services (IIS) Manager.

2. Expand the computer name, expand Web Sites, right-click the SharePoint Products and Technologies site on which the List Web Part is being used, and then click Properties.
3. On the Directory Security tab, look in the Authentication and access control section, and click the Edit button.

4. In the Authenticated access section, check Integrated Windows authentication, verify that Enable anonymous access is not checked, and then click OK.

5. Click OK to close the site properties dialog.

6. Stop and restart IIS.

Setup Trust for Delegation 

There are two conditions that will increase the complexity of configuring trust for delegation. If any of the following conditions are true, you must first follow the steps in the section Using Service Principal names to configure trust for delegation. 

· A host header is used on the SharePoint Products and Technologies server.

· A Domain User is specified as the Identity of the SharePoint Products and Technologies Application Pool. 

Otherwise, you can skip to Simple Trust for Delegation.

Using Service Principal names to configure trust for delegation

If the SharePoint Products and Technologies server uses either host headers or a domain user account as the identity for its application pool, service principal names (SPNs) need to be created and used to identify services before setting up trust for delegation.

Application pool identity uses a domain user account

If the SharePoint Products and Technologies application pool identity is a domain user account, you must configure SPNs for that account by performing the following steps:

Install and configure Service Principal Names (SPNs) 

1. Install the Setspn.exe command-line tool from the \Support\Tools folder of the Windows Server 2003 operating system CD. 
2. Use the Setspn.exe tool to add an SPN for the domain account. To do so, type the following line at the command prompt, and then press ENTER, where servername is the fully qualified domain name (FQDN) of the server, Domain is the name of the domain, and UserName is the name of the domain user account:  

<Drive>:\Program Files\Support tools\Setspn –A HTTP/<servername> <Domain\UserName>

<Drive>:\Program Files\Support tools\Setspn –A HTTP/< name_in_DNS_format> <Domain\UserName >
For example, assume that the domain user listed in the application pool identity is “domain\user”. If the NetBIOS name of the server running SharePoint Products and Technologies is “server1” and the domain is “example.microsoft.com”, you would create the following SPNs:

Setspn – A HTTP/server1 domain\user

Setspn – A HTTP/server1.example.microsoft.com domain\user

For more information about the Setspn tool, see the following article: http://technet2.microsoft.com/WindowsServer/en/Library/b3a029a1-7ff0-4f6f-87d2-f2e70294a5761033.mspx.

Set up trust for delegation for the domain user
1. On your domain controller, open Active Directory Users and Computers.
Note: If constrained delegation is available, use a server running Windows Server 2003 to open Active Directory Users and Computers. Otherwise, you will not see the options for setting constrained delegation.

2. In Users, right-click the domain user name, and then click Properties.
Using constrained delegation:

a. Click the Delegation tab.
b. Select Trust this user for delegation to specified services only.
Note: This option will only be available if the SPN has been correctly created.
c. Select Use Kerberos only.
d. Click Add.
e. Click Users or Computers, click Advanced, and then click Find Now.

For Configuration 1
a. Select the computer running Microsoft CRM, and then click OK two times. 
b. Select the http service and the MSSQLSVC service, and then click OK.
For Configuration 2
a. Select the computer running Microsoft SQL Server, and then click OK two times.
b.  Select the MSSQLSVC service, and then click OK.
For Configuration 3
a. Select the computer running Microsoft CRM, and then click OK two times.
b. Select the http service, and then click OK.
c. Click Add.
d. Click Users or Computers, click Advanced, click Find Now, select the Microsoft SQL Server, and then click OK two times. 
e. Select the MSSQLSVC service, and then click OK.
If constrained delegation is not available, and the domain controller is running IIS 5.0:
a. On the Account tab, select the Account is trusted for delegation check box, in the Account options list box.
b. Click OK
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c. Stop and restart IIS

Note: It may take time for the changes to be replicated between the different machines. In addition, users logged in may not see these changes until they log out and log back in.
Host header configuration

If you are using host headers on the SharePoint Products and Technologies server, you must use SPNs with the host headers.

Install and configure Service Principal Names (SPNs) 

1. Install the Setspn.exe command-line tool from the \Support\Tools folder of the Windows Server 2003 operating system CD. 
2. Use the Setspn.exe tool to add an SPN for the header values. To do so, type the following line at the command prompt, and then press ENTER, where Drive is the drive where Microsoft Windows is installed, and servername is the fully qualified domain name (FQDN) of the server:  

Host header SPNs

<Drive>:\Program Files\Support tools\Setspn –A HTTP/<host_header_name_in_NetBIOS_format> <servername>
<Drive>:\Program Files\Support tools\Setspn –A HTTP/<host_header_name_in_DNS_format> <servername>
ServerName SPNs

<Drive>:\Program Files\Support tools\Setspn –A HTTP/<servername> <servername>

<Drive>:\Program Files\Support tools\Setspn –A HTTP/< name_in_DNS_format> <servername>
Note: Duplicate SPNs will cause Kerberos authentication to fail. To check for duplicates, follow the steps in the “Checking for duplicate SPNs” section later in this section.
For more information about the Setspn tool, see the following article: http://technet2.microsoft.com/WindowsServer/en/Library/b3a029a1-7ff0-4f6f-87d2-f2e70294a5761033.mspx.
Set up trust for delegation for the computer

1. On your domain controller, open Active Directory Users and Computers.

Note: If constrained delegation is available, use a computer running Windows Server 2003 to open Active Directory Users and Computers. Otherwise, you will not see the options for setting constrained delegation.

2. In Computers, right-click the server name for the SharePoint Products and Technologies server, and then click Properties.
Using constrained delegation:

a. Click the Delegation tab.

b. Select Trust this computer for delegation to specified services only.

c. Select Use Kerberos only.

For Configuration 1

a. Click Add.

b. Click Users or Computers, click Advanced, click Find Now, select the computer running Microsoft CRM, and then click OK two times. 

c. Select the http service and the MSSQLSVC service, then click OK.

For Configuration 2
a. Click Add.
b. Click Users or Computers, click Advanced, click Find Now, select the computer running Microsoft SQL Server, and then click OK two times.
c. Select the MSSQLSVC service, and then click OK.

For Configuration 3

a. Click Add.
b. Click Users or Computers, click Advanced, click Find Now, select the computer running Microsoft CRM, and then click OK two times.
c. Select the http service, and then click OK.
d. Click Add.
e. Click Users or Computers, click Advanced, click Find Now, select the computer running Microsoft SQL Server, and then click OK two times.
f. Select the MSSQLSVC service, and then click OK.
If constrained delegation is not available, and the domain controller is running IIS 5.0:

a. On the General tab, select the Trust computer for delegation check box.

b. Click OK.
3. Stop and restart the SharePoint Products and Technologies IIS server.
Note: If you are using both host headers and a domain user, you must add all of the SPNs to the domain user instead of to the computer. Then set Trust for Delegation for the domain user. 

Note: It may take time for the changes to be replicated between the different machines. In addition, users logged in may not see these changes until they log out and log back in.

Checking for duplicate SPNs

When it is necessary to use service principal names (SPNs) for trust for delegation, you cannot have duplicate SPNs. The following steps help to check for duplicate SPNs.

If using a Network Service or a Local account for the SharePoint Products and Technologies application pool identity, there should only be SPNs for the host headers under the computer account. If using a domain user for the application pool identity, all of the SPNs should be under the domain user’s object. 

1. Use the Setspn.exe tool to list the SPNs for the server name and domain user. To do so type the following commands at the command prompt:
SetSPN –L <servername>

SetSPN –L <domain\username>

2. Verify that there are no duplicate HTTP entries.
Simple Trust for Delegation

With Windows Server 2003 there are two options for configuring trust for delegation: 
· Constrained delegation allows the middle server to impersonate an authenticated user to specified services on the third server.

· Full delegation allows the middle server to impersonate an authenticated user to all services on the third server. 

If constrained delegation is available, it should be used for configuring trust for delegation between the SharePoint Products and Technologies servers and the computers running Microsoft CRM.


1. On your domain controller, open Active Directory Users and Computers.

If constrained delegation is available, use a computer running Windows Server 2003 to open Active Directory Users and Computers. Otherwise, you will not see the options for setting constrained delegation. 

2. In Computers, right-click the server name for the SharePoint Products and Technologies server, and then click Properties.

Using constrained delegation:

a. Click the Delegation tab.

b. Select Trust this computer for delegation to specified services only.

c. Select Use Kerberos only.

d. Click Add.

e. Click Users or Computers, click Advanced, and then click Find Now.

For Configuration 1

a. Select the computer running Microsoft CRM, and then click OK two times. 

b. Select the http service and the MSSQLSVC service, and then click OK.

For Configuration 2

a. Select the computer running SQL Server, and then click OK two times.

b. Select the MSSQLSVC service, and then click OK.

For Configuration 3

a. Select the computer running Microsoft CRM, and then click OK two times.

b. Select the http service, and then click OK.

c. Click Add.

d. Click Users or Computers, click Advanced, click Find Now, select the computer running SQL Server, and then click OK two times.

e. Select the MSSQLSVC service, and then click OK.

If constrained delegation is not available, and the domain controller is running IIS 5.0:

a. On the General tab, select the Trust computer for delegation check box.

b. Click OK.

3. Stop and restart the SharePoint Products and Technologies IIS server.

Note: It may take time for the changes to be replicated between the different computers. In addition, users logged in may not see these changes until they log out and log back in.

